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1. Introduction
SENDHELP (hereby referred to as ‘the service’) is committed to safeguarding the privacy and confidentiality of all individuals who seek our support. This Confidentiality Policy outlines how personal and sensitive information is handled, stored, and disclosed to ensure the safety, dignity, and trust of all service users, staff, and volunteers.
2. Purpose
The purpose of this policy is to protect the privacy of service users and to clarify the responsibilities of all staff, volunteers, and partners regarding the collection, use, and sharing of personal information.
3. Scope
This policy applies to all staff, volunteers, contractors, and anyone working on behalf of the Service. It covers all forms of information, whether verbal, written, electronic, or otherwise, related to individuals accessing support.

4. Definition of Confidential Information
Confidential information refers to any personal, sensitive, or identifying details shared by a service user or obtained during the course of their support. This includes but is not limited to:
Name, address, phone number, and other contact information
Medical and mental health history
Information about family members, relationships, or personal circumstances
Details of any mental health diagnoses, symptoms, or treatment
Any discussions or interactions during counseling, support sessions, or other services

5. Principles of Confidentiality
5.1 Respect for Privacy
All staff and volunteers must treat service users' information with the highest level of respect and care. Personal information will only be collected and used for the purpose of providing effective support and service.
5.2 Informed Consent
Confidential information will not be shared outside the Service without the explicit consent of the service user, except in specific circumstances as outlined below (see Section 6). Service users should be fully informed of how their information may be used, who will have access to it, and their rights regarding confidentiality.
5.3 Need-to-Know Basis
Access to confidential information will be limited to those staff or volunteers directly involved in the care or support of the service user. Information should only be shared on a need-to-know basis and solely for the purpose of improving the service user’s well-being.

6. Exceptions to Confidentiality
There are certain situations where confidentiality may need to be breached to protect the safety of the individual or others. These exceptions include:
Risk of Harm to Self or Others: If a service user discloses intentions of self-harm, suicide, or harm to another person, staff or volunteers are required to take appropriate steps to prevent harm, which may involve informing relevant authorities or healthcare professionals.
Legal Obligations: In cases where there is a legal requirement to disclose information, such as during a criminal investigation or if subpoenaed by a court of law.
Child Protection or Vulnerable Adults: If there is a concern regarding the safety or welfare of a child or vulnerable adult, confidentiality may be breached to report the matter to the appropriate safeguarding agency.
In all instances where confidentiality must be breached, the service user will be informed of the decision to disclose information, unless doing so would increase the risk of harm.

7. Storage and Security of Information
All confidential records (both electronic and physical) will be stored securely to prevent unauthorised access, loss, or damage.
Electronic records should be stored in secure, password-protected systems.
Paper records should be stored in locked filing cabinets, accessible only to authorised personnel.
When no longer needed, physical and electronic records will be securely destroyed or deleted in compliance with data protection laws.

8. Disclosure of Information
Internal Disclosure: Within the Service, information may be shared between staff and volunteers on a need-to-know basis to ensure the service user receives appropriate care.
External Disclosure: Information will only be shared with external agencies (e.g., health professionals, social services) with the explicit consent of the service user, except where there are legal or safeguarding obligations as described in Section 6.
If a service user requests that their information not be shared, this decision will be respected unless it conflicts with the duty to protect the individual or others from harm.

9. Service User Rights
Right to Access: Service users have the right to request access to their personal information held by the Service. Requests should be made in writing and will be responded to within 30 days.
Right to Amend: If a service user believes that the information held is inaccurate or incomplete, they have the right to request amendments.
Right to Withdraw Consent: Service users have the right to withdraw consent for their information to be shared or used at any time, except where there is a legal or safeguarding obligation.

10. Breach of Confidentiality
Any unauthorised access, sharing, or mishandling of confidential information will be considered a serious breach of this policy. Such breaches may result in disciplinary action, including termination of employment or volunteer roles, and may be reported to regulatory authorities where applicable.

11. Training and Awareness
All staff, volunteers, and partners will receive training on confidentiality and data protection as part of their induction and ongoing development. This training will ensure that everyone understands the importance of confidentiality and the procedures for handling sensitive information.


12. Review and Updates
This Confidentiality Policy will be reviewed annually or whenever there are changes in relevant laws or practices to ensure it remains up to date and effective.

EQUALITY IMPACT ASSESSMENT 

	Is the policy new ☒ or a review ☐ ? (New policies should be considered by at least two people prior to ratification in relation to equality impact)

	Assessment: Could the implementation of this policy have a disproportionate negative impact upon people with a protected characteristic? If yes, tick the relevant protected characteristic and give details.

	Disability (physical, sensory, learning, hidden, mental ill health)
	☐
	SENDhelp is committed to the principles contained within the 2010 Equality Act and as part of that commitment each of our policies is subject to an Equality Impact Assessment. The implementation of this policy does not appear to have a negative impact upon any individual or group. If any core changes are made to this policy, this will be reviewed by at least two people.

	Gender Reassignment
	☐
	

	Marriage/Civil Partnership
	☐
	

	Pregnancy/Maternity
	☐
	

	Race
	☐
	

	Religion/Belief
	☐
	

	Sex
	☐
	

	Sexual Orientation 
	☐
	

	Which of the following statements best describes the outcome of the assessment? 

	Outcome 1: Continue: No change required: The assessment has not identified any potential for unlawful conduct or disproportionate impact. All opportunities to advance equity of opportunity are being addressed
	☐

	Outcome 2: Continue: Minor changes required: Minor adjustments must be made to remove/mitigate adverse impact(s) or to advance equity of opportunity, prior to implementing the policy
	☐

	Outcome 3: Continue: Major changes required: Major adjustments must be made to remove/mitigate adverse impact(s) or to advance equity of opportunity, prior to implementing the policy
	☐

	Outcome 4: Continue: Changes are not practicable: There is the potential for a negative impact; however, there are no reasonably practicable remedies to overcome this. There is a justifiable reason, with evidence, for continuing with the implementation of the policy
	☐

	Outcome 5: Cessation: The policy will no longer be implemented. Major negative impacts have been identified and cannot be justifiably discounted or remedied
	☐
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