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Purpose
This policy outlines the procedures for collecting, storing, and disposing of personal data related to children and their families by mentors. It ensures compliance with applicable data protection laws (e.g., GDPR, COPPA) and prioritises the safety and privacy of children.

Scope
This policy applies to all involved in SENDhelp tutoring and mentoring programmes who handle personal data of children under 18, adults and their families.

Definitions
· Personal Data: Any information relating to an identified or identifiable child or family member (e.g., name, contact details, mentoring session notes).
· Data Subject: The child or family member whose personal data is collected.
· Retention Period: The duration for which personal data is stored before disposal.

Principles
1. Lawfulness and Transparency: Data is collected only with explicit consent from parents/guardians and, where appropriate, the child.
2. Purpose Limitation: Data is collected solely for mentoring purposes (e.g., session planning, progress tracking).
3. Data Minimisation: Only necessary data is collected.
4. Security: Data is stored securely to prevent unauthorized access or breaches.
5. Accountability: Staff are responsible for adhering to this policy.

Data Collection
· Types of Data: Includes names, ages, contact information, emergency contacts, mentoring session notes, and consent forms.
· Consent: Parental/guardian consent is obtained before collecting data. 
· Method: Data is collected via secure forms and stored in encrypted systems.
D
Data Storage
· Storage Systems: Data is stored in secure, access-controlled platforms (e.g., encrypted databases or locked filing cabinets for physical records).
· Access: Only authorised staff with a legitimate need can access the data.
· Security Measures:
· Digital data: Encrypted storage, strong passwords, and two-factor authentication.
· Physical data: Locked storage, restricted access areas.



Retention Periods
	Data Type
	Retention Period
	Rationale

	Child’s personal info (name, age, etc.)
	Until the child turns 18 or programme ends
	Required for mentoring / tutoring and emergency contact purposes.

	Contact details (parent/guardian)
	Until the child turns 18 or programme ends
	Necessary for communication and safety.

	Mentoring / Tutoring session notes
	2 years after programme ends
	Allows for tracking progress and resolving disputes; limited to protect privacy.

	Consent forms
	5 years after programme ends
	Legal requirement for proof of consent.

	Emergency contact info
	Until the child turns 18 or programme ends
	Critical for safety during mentoring / tutoring activities.


· End of Programme: Defined as the date the child exits the service or the service ceases operation.
· Extensions: Retention may be extended if required by law or for safeguarding investigations, with documented justification.

Data Disposal
· Digital Data: Permanently deleted from all systems and backups using secure deletion methods (e.g., overwriting).
· Physical Data: Shredded or incinerated to prevent reconstruction.
· Process: Disposal is logged, including date and method, to ensure accountability.
· Timing: Disposal occurs immediately after the retention period unless an extension is justified.


Data Subject Rights
· Access: Parents/guardians (and children, where age-appropriate) can request access to their data.
· Rectification: Inaccurate data can be corrected upon request.
· Erasure: Data can be deleted before the retention period if no longer needed, subject to legal obligations.
· Process: Requests are handled within 30 days, with identity verification to prevent unauthorised access.

Training and Compliance
· Training: Staff receive annual training on data protection, this policy, and safeguarding.
· Audits: Regular audits (at least annually) ensure compliance with this policy and data protection laws.
· Breach Response: Any data breach is reported to relevant authorities within 72 hours (if required by law) and affected parties are notified promptly.

Policy Review
· This policy is reviewed annually or when significant legal or programme changes occur.
· Updates are communicated to all staff immediately.

Contact
For questions or to exercise data rights, contact Alexa Woodcock.
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